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ABSTRACT

The�management� and� application� of� government� data� are� the� bases� for� the� construction� of� a�

digital� government.� Building� an� intelligent� platform� for� government� data� by� using� artificial�

intelligence,�blockchain,� and�other� technical�means� to�achieve�open� sharing,� development,� and�

utilization� of� data� is� an� important� link� to� promote� continuously� the� construction� of� a� digital�

government� and� improve� the� level� of� government� management� and� service� efficiency.�

According�to�the�current�construction�status�of�government�data�platforms�and� the�application�

prospect�of�blockchain� technology,� this� study�proposes� to� build� a� blockchain-based� intelligent�

platform�for�government�data.� In�combination�with�the�technical�advantages�of�blockchain,� this�

study� investigates� the� theory� and� technical� logic� of� building� a� blockchain-based� intelligent�

platform�for�government�data�and�then�proposes�the�theoretical�model,�architecture,�operation�

mechanism,� and� core� technology� of� platform� construction.� This� study� explores� the�

implementation� path� of� building� a� blockchain-based� intelligent� platform� for� government� data�

from� five� aspects,� i.e.,� promoting� technology� upgrading,� improving� top-level� design,� strict�

supervision� and� regulation,� strengthening� collaborative� research� and� judgment,� and� improving�

technical�support.
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1 Introduction

The�constant�promotion�of�constructing�an�intelligent�platform�for�government�data� is�an�

important�measure� to� improve� the�modernization� of� the� national� data� governance� system�

and�governance�capacity� in� the�age�of�big�data.�The�Proposals�of� the�Central�Committee�of�

the� Communist� Party� of� China� for� Formulating� the� 14th� Five-Year� Plan� for� Social� and� Eco-

nomic�Development�and�Future�Targets�for�2035�proposed�the�following:�"We�shall�strength-

en�the�construction�of�digital�society�and�digital�government�and� improve�the�digital� intelli-

gence�level�of�public�services�and�social�governance.�We�will�expand�the�orderly�opening�of�

basic�public�information�data�and�build�an�open�platform�for�unified�sharing�of�national�da-

ta."� (The� Central� People's� Government� of� the� People's� Republic� of� China,� 2022a).� Govern-
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ment� data� are� basic,� authoritative,� professional,� and� fully� covered.� It� is� the�most� important�

core�data�asset� in�society.�Using�the� Internet,�big�data,�artificial� intelligence,�blockchain,�and�

other� technical�means� to� realize� the� open� sharing,� development� and� utilization� of� govern-

ment�data�has�an�authoritative�leading�role�in�promoting�the�construction�of�digital�govern-

ment,�smart�society,�and�digital�economy.�In�September�2022,�the�General�Office�of�the�State�

Council� issued� the� Guidelines� for� the� Construction� of� the� National� Integrated� Government�

Big�Data�System,�which�requires�all�regions�and�departments�to�promote�the�construction�of�

the� government� data� platform,� implement� innovation� in� the� relevant� systems� and� mecha-

nisms�of� the�government�big�data� system�and�application� services�actively,� enhance� the�ef-

fectiveness� of� digital� government,� build� good� digital� ecology,� and� constantly� improve� the�

level�of�government�management� and� service� efficiency� to�provide� strong� support� for� pro-

moting�the�modernization�of� the�national�governance�system�and�governance�capacity� (The�

Central�People's�Government�of�the�People's�Republic�of�China,�2022b).

2 Literature review

2.1 Overview of blockchain-related research

In�October�2019,�general�secretary�Xi� Jinping�proposed� in� the�18th�collective�study�of� the�

Political� Bureau� of� the� CPC� Central� Committee� that� we� should� maximize� the� role� of�

blockchain� in� promoting� data� sharing,� optimizing� business� processes,� reducing� operating�

costs,�improving�collaboration�efficiency,�and�building�a�trusted�system.�We�shall�explore�the�

use�of�blockchain�data�sharing�mode�to�achieve�cross-departmental�and�cross-regional�com-

mon�maintenance�and�utilization�of�government�data,�promote�business�collaboration,�deep-

en�the�"going�out�once�at�most"�reform,�and�bring�improved�government�service�experience�

to�the�people�(Xi,�2019).

���As�a�popular�topic�at�present,�blockchain�technology�has�been�increasingly�used�in�various�

fields�of�social�development.�Blockchain�is�a�computing�paradigm�based�on�a�point-to-point�

network,�which�uses�a�chain�structure�to�verify�and�store�data,�a�distributed�node�consensus�

algorithm�to�generate�and�update�data,�cryptography�to�ensure�data�transmission�and�access�

security,� and� automated� script� code� to� form� smart� contract� operation� data� (Chao,� 2018).�

Blockchain� can� be� divided� into� three� main� types:� public� chain,� alliance� chain,� and� private�

chain.�As�the�most�widely�used�blockchain�type�(Zhang�et�al.,�2019),�the�public�chain�is�more�

open�and� free� in� form;� compared�with� the�public� chain,� the�alliance�chain�has� fewer�nodes,�

and� the�data� reading� and� accounting� rules� are� formulated� and� applied� by� the�members� of�

the� alliance;� given� its� high� degree� of� centralization,� the� private� chain� often� has� higher� ac-

counting�efficiency�than�the�former�two,�and�the�creation,�consensus,�and�maintenance�pro-

cess�of�data�are�mastered�by�its�creator.

��� Given� the� remarkable� characteristics� of� blockchain� technology,� such� as� decentralization,�

non-tampering,�openness,�and�anonymity,� it�has�been�widely�applied�in�many�sectors�of�so-

ciety.� For� example,� in� the� field� of� the� Internet� of� Things,� the� tamper-proof� feature� of�

blockchain�technology�ensures�consistency�and�security�between�the�physical�world's�physi-

cal�assets�and�the�virtual�world's�digital�assets.�In�the�financial�field,�the�decentralization�fea-

ture�of�blockchain�has�solved�the�practical�problems�of�enterprise�financing�from�multiple�di-

mensions,� such� as� efficiency,� cost,� and� trust,� and� provided� an� open� and� equal� platform� for�

multiple�participants� in� the�process.� In� the� field�of� industrial� supply�chains,�blockchain� tech-

nology�is�used�to�store�and�manage�data,�and�the�transparency�and�reliability�of�the�industry�

54



are� improved�through�product�traceability,�query,�and�verification� (Dai�et�al.,�2021).� In�addi-

tion,� the� traceability� of� blockchain� technology� has� been� applied� in� commerce,� insurance,�

e-government,�and�other�fields.

2.2 Overview of relevant research on application practices of government da鄄

ta platform

In�the�process�of�practicing�the�construction�of�the�government�data�platform,�the�security�

supervision�of�government�data� is� the�core� to�prevent�security�problems�related� to�govern-

ment� data� effectively.� Research� on� security� risk� assessment� of� information� systems� abroad�

has�lasted�for�more�than�30�years.�It�began�with�the�evaluation�criteria�for�trusted�computer�

systems� issued�by� the�US�Department� of�Defense� in� 1985.� Since� then,� Canada,� France,� and�

other�developed�countries�have�issued�corresponding�standards�on�information�security�risk�

assessment� (Jahl,�1991;�Bacic,�1990;�Didraga,�2015).�Research�on� information�system�assess-

ment� in�China� started� late,�but� in� the�past�decade,�with� the� rapid�development�of� informa-

tion�technology,�a�series�of�standards,�such�as�the�Code�for�Information�Security�Technology�

Information�Security�Risk�Assessment,�the�Guidelines�for�Information�Security�Technology�In-

formation�Security�Risk�Assessment�Implementation,�the�Data�Management�Capability�Matu-

rity�Assessment�Model,�and�the�Information�Technology�Big�Data�Open�Sharing�Part�2:�Basic�

Requirements� for�Open�Sharing�of�Government�Data,�have�been�promulgated�one�after�an-

other�(Gao�et�al.,�2018).�

���In�the�current�application�practice�of�domestic�and�foreign�government�data�platform�con-

struction,� relevant� research� is�mainly�conducted� from�the�perspectives�of�data�classification,�

classification,� and� labeling�management,� security� protection� in� the� entire� life� cycle� of� data,�

situation� awareness� of� data� risk� identification,� and� analysis� and� early� warning� technology�

system,�etc.

���Data classification and classification and labeling management. While�building�the�govern-

ment� data� platform,�many� local� governments� have� conducted� hierarchical�management� of�

data.�Guizhou�Province�issued�the�first�local�standard,�Guidelines�for�Classification�and�Grad-

ing�of�Government�Data�(DB�52/T�1123-2016).�According�to�the�Grading�Guide�for�the�Secu-

rity� of� Government� Information� Resources,� Zhejiang� Province� has� built� a� classification� and�

grading�system�for�government� information�data�and�personal� information�data.� In�the�sys-

tem,�L1�is�shareable�and�open�(general�data),�L2�is�shareable�and�not�open�(general�data),�L3�

is� restricted� sharing� (sensitive�data),� and� L4� is�personal� authorization� (sensitive�data).� In� ac-

cordance�with�the�Personal� Information�Security�Standards,�1381� items�of�personal�sensitive�

information�were�sorted�out,� including�ID�number,�bank�account�number,�property� informa-

tion,� whereabouts,� health� and� physiological� information,� transaction� information,� personal�

information�of� children�under� 14� years� old,� etc.,� and� security�measures,� such� as� authorized�

use� and� dynamic� desensitization,� were� taken.� In� the� specific� implementation� process,� Zhe-

jiang�Province�mainly�used�technical�means�to�achieve�data�discovery�and�labeling�manage-

ment�of�government�data.�Through�the�standardized�processing�of�massive�data�and� in�ac-

cordance�with�the�content�features,�semantic�features,�statistical�features,�and�other�features,�

expert� rules,�graph�computing,�machine� learning,�and�other�methods�are�used�for�AI� intelli-

gent� recognition�and�output� according� to�data� labels� and�data� levels.�On� this�basis,� in�Au-

gust�2021,�Zhejiang�Province�issued�the�local�standard�Guidelines�for�Classification�and�Grad-

ing�of�Public�Data� in�Digital�Reform� (DB33-T2351-2021),�which� further� specifies� the�general�

requirements,�dimensions,�and�methods�for�classification�and�grading�of�public�data.
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Security protection in the entire life cycle of data. Existing�government�data�platforms�ac-

tively� take�certain� technical�measures� to�prevent�data� leakage�during� the�entire� life� cycle�of�

data.�For�example,�data�dynamic�desensitization� is� realized� in� the�data�acquisition� stage.�To�

ensure�that�the�development�and�utilization�of�data�are�not�affected,�data�access� in�the�col-

lection,� storage,� processing,� sharing,� and� other� links� is� dynamically� desensitized� without�

changing�the�original�data�(real-time�desensitization�is�performed�when�the�actual�data�value�

remains� unchanged).� Zhejiang� Province� formulated� 28� types� of� desensitization� rules� to� de-

sensitize�dynamically�19,317�items�of�data,�such�as�the�cleaning�warehouse,�population�ware-

house,� legal�person�database,� credit� database,� etc;�Guizhou� issued� a� local� standard,�Guide-

lines� for� Desensitization� of� Government� Data� (DB� 52/T� 1126-2016),� and� a� group� standard,�

Guidelines�for�Desensitization�of�Information�Security�Technology�Government�Data�(T/GZBD�

4-2020);�Shandong�Province� issued�a� local� standard,�Public�Data�Opening�Part�2:�Guidelines�

for�Data�Desensitization�(DB37/T�3523.2-2019).�In�the�data�sharing�stage,�most�provinces�iso-

late� the� production� and� development� environment� by� building� a� unified� data� distribution�

platform� and� achieve� "available� and� invisible"� data� through� data� dynamic� desensitization�

technology� and� access� data� volume� control� technology.�Hangzhou� issued� a� local� standard,�

Data�Resource�Management�(DB3301/T�0322),�which�covers�government�data�security�super-

vision,�government�data� security� responsibility,� government�data� classification,� and�govern-

ment�data�sharing�process.

���Situation awareness, analysis, and early warning technology system of data risk identifica鄄

tion. The�current�government�data�platform�mainly�adopts�machine�learning,�artificial� intelli-

gence,�and�other�technologies�through�log�audit,�behavior�risk�analysis,�and�scenario�compli-

ance�analysis.�Public�data�platforms�in�most�provinces�can�analyze�the�operation�behavior�of�

data�developers�internally�(such�as�frequently�querying�sensitive�data),�and�the�compliance�of�

interface�calls�externally� (such�as�calling�data�during�nonworking�hours� in�an�office�system).�

The�existing� technology�preliminarily� realizes� log�audit� analysis�based�on�machine� learning,�

overall� situation� awareness,� and� risk� early� warning� and� prevention� (including� database�

change�detection);� it� also� realizes� key� technical� capabilities,� such� as� data�watermark,� image�

watermark,�and�structured�data�identification.

2.3 Overview of government data platform construction based on blockchain

At�present,�blockchain�technology�has�been�widely�used�in�government�affairs�in�dozens�of�

countries.� According� to� the� application� results,� blockchain� technology� has� helped� the� gov-

ernment�build�a�high-quality�public�service�platform�for�citizens.�At�the�same�time,�it�has�also�

enhanced�citizens'�expectations�and�trust�in�the�government�and�further�improved�the�legiti-

macy�of�governance.

���Estonia� is�considered� the�most�advanced�digital� country� in� the�world.�As�early�as�2008,� it�

began� to� test� the� application�of� blockchain� technology� in� "more� than� 1000� online� govern-

ment�services,"�such�as�justice,�health�care,�network�security,�and�identity�authentication�(Liu�

et�al.,�2019).�The�US�uses�blockchain�technology�for�special�information�collection,�communi-

cation�platform�building,�and�defense� information�system�control.�Australia�uses�blockchain�

technology� to�build�an� intelligent� Internet�of� Things� system� (Cheng,� 2021).� The�UK�has� im-

plemented�a�meat� tracking� system� for� slaughterhouses�using�blockchain� technology� to� en-

sure�food�safety.�Russia,�Denmark,�and�Thailand�use�blockchain�technology�to�vote,�simplify�

the� voting� process,� reduce� election� costs,� and� avoid� dark� box� operations.� Switzerland� uses�

blockchain�technology�for�identity�recognition�and�encrypted�payment,�whereas�Georgia�us-
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es�it�for�land�registration;�Singapore,�Gibraltar,�and�Sweden�use�blockchain�technology�to�de-

velop�digital�and�encrypted�currencies,�and�South�Korea�uses�blockchain�technology�to�take�

over�the�governance�services�of�the�entire�city�without�violating�citizens'�privacy�(Qi,�2018).�In�

addition,�many�countries�have�applied�blockchain� technology� to�e-government,�credit�man-

agement,� civil� service�management,� traffic� control,� academic� supervision,� salary� review,� tax�

collection,� financial�audit,� cross-regional�education,�vehicles,� logistics,� the� Internet,�medicine�

(vaccine),� guns,� and� refugee� supervision;� they� also� formulated� the� development� plan� of�

blockchain�technology�and�conducted�the�legislative�work�of�blockchain�technology,�laying�a�

good�foundation�for�promoting�government�data�governance�in�a�wider�range�of�blockchain.

���China�also�started�to�explore�the�application�of�blockchain�technology�in�government�data�

governance�earlier.� In�the�13th�Five-Year�Plan,�blockchain�was�regarded�as�a�"strategic� fron-

tier� technology,"� and� the�Ministry� of� Industry� and� Information� Technology� of� China� issued�

the�White�Paper�on�China's�Blockchain�Technology�and�Application�Development�in�October�

2016�(Zhu,�2020).�Zhejiang,�Shanghai,�Guangzhou,�and�Guizhou�have�all�conducted�research�

on�projects�related�to�blockchain�technology.�For�example,�Guiyang�issued�a�white�paper�en-

titled� "Guiyang� Blockchain� Development� and� Application"� in� 2018� and� formulated� a�

blockchain�development�plan.�At�present,�government�applications� for�blockchain�technolo-

gy�are�dominated�by�pilots�in�specific�areas.�For�example,�the�tax�department�has�created�an�

electronic�invoice�system�using�blockchain�technology,�where�enterprises�can�use�digital�sig-

natures�to�generate,�transmit�and�store�electronic�invoices,�and�the�tax�department�is�able�to�

monitor�the�flow�and�use�of�invoices�in�real�time,�which�effectively�reduces�forgery�and�tam-

pering�of�invoices;�a�number�of�local�governments�have�implemented�a�blockchain�land�reg-

istration�system,�which�utilizes�a�distributed�ledger�to�record�land�ownership�and�transaction�

information,� ensuring� the� authenticity� of� land� information� and� security;� some� regions� have�

begun�to�pilot�blockchain�e-license,�which�realizes�the�e-licensing�and�sharing�of� licenses�by�

uploading� the� information� of� various� licenses� (e.g.,� business� licenses,� driving� licenses,� etc.)�

onto�the�chain.�

��� These� cases� are� just� some�of� the�government's� practical� applications�of� blockchain� tech-

nology,� which� shows� that� there� is� a� lot� of� expectation� for� the� future� development� of�

blockchain�technology.�Although�some�theoretical� results�have�been�formed� in� the� research�

of� blockchain� technology� in� the� construction� of� government� data� platforms,� there� are� still�

more�gaps�in�the�deeper�application�of�the�technology�and�the�top-level�design�of�the�plat-

form�construction.�Therefore,� this�paper�will�explain� the� logic�of�constructing�a�government�

data� intelligent� platform� based� on� blockchain,� and� then� put� forward� a� more� specific� con-

struction�model�and�illustrate�the�specific�path�of�realization.

3 Building the logical foundation of a blockchain-based intel－

ligent platform for government data

3.1 Advantages of applying blockchain technology

The�application�of�various�core�technologies�of�blockchain�in�the�construction�of�an�intelli-

gent� platform� for� government� data� fully� reflects� the� remarkable� advantages� of� blockchain�

technology�in�this�field.

���Blockchain technology is conducive to reducing administrative costs and improving the

effectiveness of data governance. Government departments� at� all� levels�manage� numerous�

public�resources�and�databases.�The�centralized�political�power�system�has�certain�stability�in�

Z. ZHANG & W. YANG
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management,�but� in� the�process�of�maintaining� its�normal�operation,� it�often� requires�con-

siderable�management�and�maintenance�costs.�The� lengthy� reporting�and�approval�process�

also�leads�to�many�problems,�such�as�low�real-time�data�and�high�distortion.�The�application�

of�a�decentralized,�disintermediated,�and�trustless�system�of�blockchain�can�save�substantial�

research� and� decision-making� time,� simplify� the� government� data� review� and� processing�

process,�and�reduce�the�workload�of�data�resource�review,�circulation,�and�sharing�in�the�en-

tire�process.� Thus,� it� can� improve� the� efficiency�of� data� governance� and�provide�more� effi-

cient� and� convenient� services� for� various� departments,� social� organizations,� and� people�

(Zhang,�2020).

���Blockchain technology is conducive to enhancing data protection and ensuring data securi鄄

ty. As�the�hub�of�government�data�aggregation,�the�government�is�vulnerable�to�various�net-

work�attacks,�which�may�lead�to�major�security�accidents,�such�as�data�leakage�and�loss.�How�

to�improve�the�security�management�of�government�data�is�a�major�issue�that�governments�

have� long� been� concerned� about� and� explored.� Blockchain� distributed� technology,� times-

tamp� technology,� and�other� technologies� can�achieve� full� node� storage�of� data�with� trace-

ability�and�improve�the�security�of�data�storage;�data�can�be�stored�in�any�node�and�record-

ed�completely,�which�greatly� reduces� the�possibility�of�data� theft�and�disclosure;�each�node�

has� an� independent� data� management� key,� which� makes� the� operation� management� and�

maintenance�of�government�data�more�secure.

���Blockchain technology is conducive to improving the regulatory mechanism and avoiding

the risk of data trust. In�the�development�process�of�data�governance,�many�problems,�such�

as�poor�data�supervision�and�uneven�data�quality,�have�led�social�institutions�and�the�masses�

to�question�the�effectiveness�of�government�data.�Blockchain�technology�can�record�and�au-

thenticate� all� kinds� of� government� data� without� going� through� the� central� database,� thus�

ensuring� that� data� are� open,� transparent,� and� traceable.� At� the� same� time,� given� that�

blockchain�technology�cannot�be�tampered�with,�once�the�government�data� is�generated,� it�

realizes� the� unique� record� and� cannot� be� erased� or�modified� and� achieves� the� purpose� of�

technical� supervision,� thus�avoiding� the� risk� caused�by� lack�of� supervision.�This�data�opera-

tion� mode� realizes� the� supervision� of� the� entire� process� of� data� operation,� which� largely�

avoids�the�risks�of�data�fraud�and�administrative�fraud,�thus�enhancing�the�trust�of�social�or-

ganizations�in�government�data.

3.2 Theoretical logic of building a blockchain-based intelligent platform for

government data

The�traditional�government�data�governance�work�mode�is�attached�to�the�pyramidal�cen-

tralized�structure,�with� the�central�government's�data�platform�as� the�decision-making� cen-

ter.�This�mode,�to�a�certain�extent,�restricts�the�autonomy�and�openness�of�local�government�

data�governance�work.�By�virtue�of�its�technical�characteristics,�blockchain�can�realize�the�re-

construction�of� the�working�mode�of�government�data�governance�and�build� a�new� intelli-

gent�platform�for�government�data,�thus�forcing�the�restructuring�of�the�government�power�

structure� and� organizational� reform,� realizing� the� voice� and� participation� rights� of� citizens,�

social�organizations,�and�other�diverse� individuals� in�data�governance;�and�promoting�a�vir-

tuous�circle�of�government�data�governance�(Zhang�et�al.,�2021).

���Decentralization of organizational power structure. The�decentralized�distributed�data�stor-

age�mode�of�blockchain� technology�changes� the�organizational�departments� from�an� inde-

pendent�single�center�to�a�multicenter�structure.�The�point-to-point�data�transmission�mode�
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makes�all�departments�(nodes)�be�in�an�equal�position,�and�single�functional�departments�no�

longer�have�the�sole� interpretation�and�voice�of�data,� thus�promoting�the�transformation�of�

government�roles�and�functions�and�the�development�of�the�organizational�power�structure�

in�the�direction�of�flattening.

���De-artificialization of data processing. The�tamper-proof�feature�of�blockchain�ensures�da-

ta�authenticity� and� security.� In� the� sorting� process,� automatic� verification� and� partial� pro-

cessing�of�data�can�be�achieved�to�avoid�manual�verification�errors,� reduce� labor�costs,�and�

improve�the�effectiveness�of�data�processing.

��� Diversification of departmental data sharing. In� the� current� government� service� mecha-

nism,� government� functional� departments�mainly� exhibit� serial� or� parallel�multisectoral� co-

operation�and�often�present�a�cooperative�relationship�centered�on�a�certain�department� in�

practical�work.�Blockchain�technology�can�establish�a�trust�mechanism�between�government�

departments� and� aggregate� the� parallel� physical� departments� in� the� virtual� data� level� to�

achieve�a�decentralized�cooperation�model�among�departments�and�achieve�more�complex�

cooperation�relationships�in�data�sharing.

3.3 Technical logic of building a blockchain -based intelligent platform for

government data

The� various� technical� characteristics� of� blockchain� directly� meet� the� actual� demands� of�

building�an�intelligent�platform�for�government�data,�such�as�consensus�mechanism,�data�u-

ploading�mechanism,� trustless� system,� and� timestamp,�which� are� important� for� the� realiza-

tion�of�the�technical�logic�of�the�intelligent�platform�for�government�data.

���Consensus mechanism. As�a�basic�technology�to�ensure�the�security,�decentralization,�and�

expansion� of� the� blockchain,� the� consensus� mechanism� can� enable� multiple� interactive� a-

gents� to� reach� an� agreement� on� specific� data� in� a� certain� manner.� Once� the� consensus�

mechanism�of�the�blockchain� is�reached,� it�cannot�be�modified�or�forged,�thus�ensuring�the�

authenticity,�openness,�and�security�of�data.�The�government�departments�can�formulate�and�

improve�the�consensus�mechanism�in�real�time�according�to�their�own�work�adjustment,�da-

ta�collection�capacity,�and�regulatory�requirements.�In�this�manner,�they�can�gradually�form�a�

data�management�platform�that�can�meet�the�actual�needs�to�realize�the�sharing�of�data�and�

the�automatic�mechanism�of�data�processing�and�achieve� the�entire�process� supervision�of�

data� flow.� At� present,� when� countries� apply� blockchain� technology� to� government� gover-

nance,�they�pay�special�attention�to�this�technical�feature,�which�is�mostly�used�in�democratic�

consultations,�elections,�and�other�occasions.

���Data uploading mechanism. The�uplinking�mechanism�achieves�the�goal�of�unified�data�in-

tegration�standards�and�also�ensures�that�the�data�block�will�be�tamper-proof.�Data�block�u-

ploading�is�a�highly�relevant�link�with�blockchain�technology,�and�in�the�construction�process�

of�data�blocks,� cryptography�principles,� asymmetric�encryption� technology,� and�other� tech-

nologies� are� comprehensively� applied;� digital� identity� authentication� and� data� circulation�

standards�are�unified�and�standardized,�and�the�blockchain�formed�is�able�to�explicitly�record�

the�relevant�ownership�information�of�the�data� information,�which�is�targeted�at�solving�the�

problems�of�data�integration�standards�not�being�able�to�be�unified�and�data�attribution�au-

thority�issues�in�the�governmental�data�opening�and�sharing.�Uniformity,�data�attribution�au-

thority� problems.� For� example,�when� a� user� initiates� a� transaction� application� and� requests�

data� to�be�uploaded� to� the�blockchain,� the� consensus�mechanism� is� generated� in� the�data�

open-sharing�blockchain,�and�after�calculating�the�eligibility�right�of�the�block�and�obtaining�
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the� right� to�bookkeeping,� the� smart� contract� guarantee�mechanism� can�package� and� store�

the�publisher's�information,�and�attributes�into�the�data�block.

���Trustless system. A�trustless�system�means�that�achieves�data�security�and�eliminates� the�

need� for� a� trusted� third-party� notary� subject� because� data� storage� and� validation� are� dis-

tributed�across�the�nodes�of�the�network,�and�the�nodes�reach�a�unanimous�endorsement�of�

the�data� through�a�consensus�algorithm.� In� the�process�of� the�operation�of�human� society,�

the�state,�government,�and�some�public� institutions�act�as� the�subject�of� trust�guarantee�of�

authority,� and� risks� of� trust� collapse� and� authority� loss� often� exist;� the� trustless� system� of�

blockchain�technology�has�well�avoided�this�risk,�thereby�transferring�the�guarantee�respon-

sibility� from� the� state,� government,� and� social� institutions� to� the� technology,� realizing� the�

transformation� from� trusting� people� and� government� to� trusting� technology� and� data,� im-

proving�the�security�of�data�platform�operation,�and�ensuring�the� integrity�of�data� informa-

tion.

���Time stamp. Time�stamp�means�that�all�entities�involved�in�bookkeeping�leave�unique�time�

information� on� each� block.� When� the� blockchain� is� generated� in� chronological� order,� a�

database� containing� all� information� is� naturally� generated;� given� that� blocks� have� time�

stamps,� block� data� are� arranged� in� chronological� order� and� cannot� be� modified.� Time�

stamps�facilitate�the�verification�and�traceability�of�government�data�processing�and�change�

the� post-supervision� of� data� to� real-time� supervision,� thus� breaking� the� formalism� of� data�

supervision�from�the�source.

4 Construction of a blockchain-based intelligent platform for

government data

4.1 Theoretical model of a blockchain-based intelligent platform for govern鄄

ment data

The�construction�of�the�blockchain-based�government�data�intelligent�platform�will�rely�on�

a� number� of� key� technologies� such� as� point-to-point� transmission,� encryption� technology,�

smart�contract�mechanism,�timestamp,�etc.,�and�give�full�play�to�the�efficacy�of�each�of�these�

technologies� in� the�process�of�data�governance�according� to� the�essential� characteristics�of�

each�technology,�so�as�to�achieve�the�goal�of�platform�construction�and�operation.�Accord-

ing� to� this� logic,� this� study� proposes� a� theoretical�model� of� a� blockchain-based� intelligent�

platform�for�government�data�(as�shown�in�Figure�1).

��� Point-to-point� transmission.� The� essence� of� blockchain� is� a� decentralized� system� com-

posed� of� point-to-point� transmission� to� maintain� the� consistency� of� data� records� among�

nodes� to� establish� a� distributed� "ledger";� this� transmission�mode� can� effectively� realize� the�

transformation�of� the�governance�structure� from�a�centralized�"one�to�many"� to�a�balanced�

"many�to�many"�to�achieve�the�effect�of�multisubject�cooperation�and�mutual�trust�and�rea-

sonable�expansion�of�the�governance�subject.�

��� Encryption� technology.� As� the� basic� technology� for� blockchain� security,� encryption� tech-

nology� also� plays� an� important� role� in� platform� construction.� This� technology� enables� the�

platform�data�to�be�tamper-proof.�The�platform�can�realize�automatic�verification�in�the�pro-

cess�of�data�collection�and�processing�and�improve�the�security�of�data�operation.�

���Smart�contract�mechanism.�The�smart�contract�mechanism�is�an�important�embodiment�of�

the� autonomy� and� programmability� of� blockchain� technology.� The� platform� operator� can�
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embed�the�independently�set�rules�and�protocols�in�advance,�and�the�platform�can�automat-

ically� process� some� data,� greatly� simplifying� the� cost� of�manual� processing� and� improving�

the�efficiency�of�data�governance.�

���Timestamp.�Time�stamp�technology�has�significant�traceability,�which�is�not�only�conducive�

to�the�openness�and�transparency�of�data�flow�and�processing�but�also�provides�a�new�idea�

for�data�supervision.� It� realizes�the�entire�process�of�supervision�of�data� in�a� technical�man-

ner.�

���The�construction�of� the�platform�fully�applies� the�above� technical�means�and�characteris-

tics�to�achieve�governance�effectiveness,�such�as�diversification�of�trust�subjects,�automation�

of�data�verification,�convenience�of�data�processing,�and�process�of�data�supervision.

Figure 1 Theoretical�model�of�blockchain-based�intelligent�platform�for�government�data

4.2 Architecture of the intelligent platform for government data

The� system�construction�of� the� intelligent�platform� for�government�data� should� consider�

the� current� era's� development� background� and� actual� work� needs;� use� various� advanced�

technical�means,� including�blockchain� technology;�maximize� the�platform's� role� as� a� carrier�

in�government�data�governance;� and� coordinate� various�different� types�of� subject� relation-

ships�between�government� functional�departments�at�all� levels,�central�decision-making�de-

partments,� and� social� organizations,� as� well� as� between� internal� organizations.� This� study�

combines�the�key�technologies�and�infrastructure�logic�of�the�blockchain,�and�from�the�per-

spective�of�top-level�design,�constructs�the�infrastructure�of�the�blockchain-based�intelligent�

platform� for�government�data� (Figure�2).� It� is� committed� to�breaking� the�data� transmission�

barriers� between� government� departments� and� the� outside,� as� well� as� within� government�

departments,�and�realizing� the�open�sharing�of�data� resources�while�ensuring�data� security,�

supervising�data�processing�throughout�the�process,�and�expanding�data�application�fields.

��� Based�on� the�process� of� data� generation,� collection,� processing� and� application,� the� sys-

tem� construction� of� the� governmental� data� intelligence� platform� can� be� divided� into� four�

levels,� including� the� infrastructure� layer,� the�data� collection� layer,� the�data�processing� layer�

and�the�data�application�layer.�The�central�data�center�platform,�as�the�infrastructure�layer,�is�

mainly� applied� to� the� aggregation� and� collection� of� data� from� government� departments,�

third-party�organizations�and�other�data.�The�data�collection�layer�applies�the�mechanism�of�

automatic� data� collection� to� collect� and� sort� out� data� from� government� departments,�

third-party�agencies,�public�users,�and�other�parties�through�the�collection�of�the�central�da-
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ta�center�platform.�In�the�data�processing�layer,�the�data�collected�above�are�further�cleaned�

and� integrated�to� form�effective�data� resources,�which�are�stored�and�maintained� for�appli-

cation�by�all�parties.�The�data�application�layer�is�mainly�open�to�data�users�(government�de-

partments,�think�tanks,�public�users,�etc.)�to�realize�the�open�sharing�and�interaction�of�data;�

at�the�same�time,� it�establishes�a�data�evaluation�and�feedback�mechanism�to�provide�deci-

sion-making�references� for� further�optimizing� the�processing�process�of� the�data� resources;�

in�addition,�it�further�explores�other�value-added�data�services�in�the�application�of�data�ac-

cording�to�the�actual�needs�of�the�data�users.

Figure 2 Architecture�of�the�blockchain-based�intelligent�platform�for�government�data

4.3 Operation mechanism of the intelligent platform for government data

Multisubject mutual trust mechanism. The�"decentralized"�feature�of�blockchain�technolo-

gy�ensures� that�all�nodes�on� the�chain�have� relatively�equal� rights�and�obligations.�All� enti-

ties�in�the�platform�reach�a�unified�consensus�and�trust�and�jointly�participate�in�the�mainte-

nance�and�governance�of�platform�data.�They�have�the�same�authority� to�store,�query,�pro-

cess,�and�verify�data.�Data�collection,�processing,�and�transmission�are�achieved� in�a�techni-

cal�manner,�avoiding�human�errors�to�the�greatest�extent.�All�parallel�and�vertical�associated�

entities�trust�each�other,�achieve�maximum�data� interaction�and�connectivity,�and�effectively�

improve�"data�islands"�and�other�phenomena.

��� Data security guarantee mechanism. The� hash� algorithm,� asymmetric� encryption� algo-

rithm,� digital� signature,� and� other� encryption� algorithms� of� blockchain� technology� ensure�

that�data�on�the�chain� is�tamper�proof�so�that�the�data�collection,�storage,�verification,�pro-

cessing,�and�transmission�process�on�the�platform�are�not�disclosed�while�ensuring�openness�

and� transparency.� "Unless� 51%�of� the� nodes� in� the�whole� system� can� be� controlled� at� the�

same�time,�the�modification�of�a�single�node�to�the�database�is�invalid,�and�the�data�content�
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on�other�nodes�cannot�be�affected"�(Wang�et�al.,�2020);� to�achieve�this� tampering�behavior,�

huge�costs�must�be�invested,�which�is�not�feasible�in�the�practical�operation�level;�thus,�data�

security�is�fully�guaranteed.

���Data standard management mechanism. During� the�development�of� the�platform,�by�us-

ing�the�smart�contract�mechanism�of�the�blockchain,�the�rules�and�protocol�contents�are�set�

in�advance;�the�rights�and�responsibilities�of�each�participant�for�the�management�and�use�of�

platform�data�are�clarified;� the�detailed� requirements�of�data� standards,� formats,� types,� etc.�

are�implemented;�and�the�automatic�implementation�of�technical�procedures�can�achieve�the�

standardized�management�of�platform�data,�which� to� a� certain� extent� avoids� the�problems�

of�inconsistent�data�standards,�confused�formats,�and�fuzzy�permissions.

���Data process supervision mechanism. The�blockchain�compresses�and�encrypts�the�uplink�

data� through� the�hash�algorithm� to� form�a� timing�block� to�ensure� that�data� information� is�

traceable� throughout.� During� the� operation� of� the� platform,� all� data� are�marked�with� time�

marks,� and�all� links�and�participants� in� the�process�of�data� storage,� verification,�processing,�

and� transmission� are� recorded� in� the� chain.� In� addition,� all� timestamped� data� information�

recorded� in� the�chain� is�not� tampered�with,� thus� realizing� the� systematic� supervision�of� the�

entire�process�of�data�flow,�which�helps�solve�the�problem�of�accurate�accountability�of�rele-

vant�participants�when�data�accidents�occur.

4.4 Core technology support of the intelligent platform for government data

To� realize� the� effective� operation� and� security� supervision� of� the� intelligent� platform� for�

government�data�and�prevent� the� loss�and�disclosure�of� sensitive�data,�we�should� focus�on�

privacy� protection,� situation� awareness,� tracing� and� traceability,� and� use� machine� learning�

and�blockchain-related�technologies�to�achieve�government-sensitive� information�detection,�

government� data� authentication� and� traceability,� blockchain-based� transaction� and� node�

anomaly�identification,�and�other�functions.

���Government-sensitive information detection technology. The�sensitive� information�detec-

tion� function�of� the� intelligent�platform� for�government�data�can�effectively� reduce� the� risk�

of� sensitive� information� leakage.� For� sensitive� electronic� documents,� the� text� content� con-

taining�sensitive�information�is�the�core�component.�It� is�an�important�precondition�to�solve�

the�problem�of� sensitive� information� leakage� from� the� internal�network� to�divide�electronic�

documents� into�different�sensitive� levels�according� to� the�number�and� importance�of�sensi-

tive� information� they� contain� and�archive� them.� Sensitive� information�detection� technology�

based� on� knowledge� engineering� can� classify� electronic� documents� into� different� sensitive�

levels� according� to� the�number� and� importance�of� sensitive� information� contained� in� them�

through� certain� rules� or� algorithms.� Its�workflow� is� similar� to� the�process� of� text� classifica-

tion;�thus,�the�detection�of�the�sensitive�level�of�electronic�documents�can�be�equivalent�to�a�

special�text�classification�method.

���Government data authentication and traceability technology. Data�validation�and�traceabil-

ity�are� important�basic� links�of�government�data� supervision,� recording� the�evolution� infor-

mation�and�process�of�original�data�in�its�entire�life�cycle�from�generation,�transmission,�and�

processing� to� extinction� and� emphasizing� the� process� and�method� of� tracking.� Blockchain�

technology� provides� an� effective� solution� for� data� authentication� and� traceability.� It� uses�

cryptography� and� distributed� consensus� protocols� to� ensure� network� transmission� and� ac-

cess�security.�It�can�achieve�multiparty�maintenance,�cross�validation,�and�network-wide�con-

sistency�and� is�not� easy� to� tamper�with.� The� information�on� the� chain� is� correct,� complete,�
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and� traceable� and� thus� can�provide� a� unified�management�method� covering� the� entire� life�

cycle�of�data�collection,�transmission,�storage,�processing,�etc.,�for�government�data�and�cre-

ate�conditions� for�data�exchange�and� information�sharing�across� regions,�departments,� and�

levels.

��� Blockchain -based transaction and node anomaly identification technology. The� govern-

ment� affairs� data� platform� based� on� blockchain� technology� has� frequent� transactions� and�

numerous�nodes;�thus,�anomaly�detection�and�real-time�supervision�must�be�achieved�in�the�

data�flow�process.�On�the�one�hand,�blockchain�technology�is�used�to�explore�the�correlation�

between�abnormal� transactions�on� the�platform� to� realize� real-time�prediction�of� abnormal�

transactions;� on� the� other� hand,� in� accordance� with� the� data� storage� mode� of� blockchain�

technology,� data� are� divided� into� blocks� in� chronological� order.� The� node� behavior� is�

chronological,�and�the�behavior�of�abnormal�nodes�show�abnormal�characteristics,�which�can�

effectively�identify�abnormal�node�operations�and�avoid�risks.

5 Implementation path of building a blockchain-based intelli－

gent platform for government data

5.1 Promotion of technology upgrading and establishment of a data supervi鄄

sion platform based on blockchain

The�first�step�is�to�establish�a�data�supervision�platform�based�on�blockchain.�As�a�decen-

tralized� distributed� peer-to-peer� trusted� data� network� technology,� blockchain� provides� a�

technical� basis� for� establishing� trusted,� peer-to-peer� data� security� sharing� supervision.� Re-

search� on� a� decentralized� government� information� resource� sharing� model� based� on�

blockchain�provides�a�new�perspective�to�understand�the�decentralized�government�informa-

tion� resource� sharing�model.� Therefore,� exploring� a� decentralized� government� data� intelli-

gent� supervision�platform�based�on�blockchain�provides�a�new�solution� for�building�a�gov-

ernment�information�resource�sharing�platform�with�high�security,�trustworthiness,�traceabili-

ty,�and�wide�sharing�scope.�The�second�step�is�to�use�blockchain�to�realize�the�authentication�

and� traceability� of� new� sensitive� data.� Blockchain� technology� can� help� meet� the� require-

ments�of�reliable�and�accurate�traceability�of�sensitive�data�of�government�data�management�

in�a�long�and�complex�environment�and�support�the�security�and�reliability�of�e-government�

data�and�the�stable�supervision�of�processes,�such�as�request,�handling,�query,�and�traceabili-

ty�of�government-sensitive�data.�The�third�step�is�to�use�the�blockchain�to� improve�the�new�

behavioral� risk� control� mechanism.� The� blockchain� system� needs� a� new� type� of� accurate�

anomaly� identification� mechanism� to� achieve� efficient� prediction� of� blockchain� abnormal�

transactions� and� accurate� and� rapid� identification� of� node� abnormal� behavior� and� support�

the�safe�flow�of�government�data�and�reliable�multilevel�supervision.

5.2 Improving the top-level design and the system of platform construction

The�first�step�is�to�improve�the�market�access�system.�The�market�access�permit�and�access�

system�must�be�established�and�improved�in�accordance�with�the�security�assurance�capabil-

ity.�A�strict�standard�system�must�be�set�for�the�system�developer's�independent�technology�

research�and�development�capability,�data� security�assurance�capability,� and�emergency� re-

sponse�capability.�Solutions�to�possible�network�security�problems�and�personal�information�

protection�plans�must�be� formulated�and�reviewed�by� the�competent�department.�The� sec-
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ond�step� is� to� refine� the�market�operation� system.�The�production�and�operation� specifica-

tions�of�system�suppliers�and�network�operators�should�be�further�refined�to�improve�infor-

mation� collection,� use� and� disclosure� specifications� of� consumers,� and� establish� the� insur-

ance�system,�network�security�system�and�user� information�protection�system�after�entering�

the� market.� The� third� step� is� to� restrict� the� use� of� scenarios� strictly.� Personal� information�

processors�shall�standardize�personal� information�processing�and�strengthen�personal� infor-

mation�protection� in� accordance�with� the� Personal� Information� Protection� Law�of� the� Peo-

ple's�Republic�of�China�and�other�legal�provisions.�The�fourth�step�is�to�establish�punishment�

measures� for� violations.�With� reference� to� the� relevant� provisions� of� the�Data� Security� Law�

(draft)� and� in� accordance�with� the� risk� level� of� violations� and� consequences,� violations� are�

further�classified�and�detailed,�and�detailed�and�perfect�punishment�measures� for� violations�

are�set.�The�competent�department�shall�continuously�supervise�and�regularly�review�the�im-

plementation�of�relevant�specifications,�standards,�and�systems�and�strictly�punish�violations.

5.3 Strict supervision and regulation and improvement of the safe and con鄄

trollable supervision system

The� first� step� is� to� establish� a� local� government� central� data� center� for� data� supervision.�

Data�centers�at�all�levels�are�connected�to�the�central�data�center.�The�central�data�center�su-

pervises,� collects,� cleans,� stores,� and� transmits� enterprise�data� in� a�unified�manner� to� avoid�

loopholes�in�enterprise�cloud�servers.�The�department�needs�to�apply�for�data,�and�the�cen-

tral�data�center�desensitizes�data�or�conducts�privacy�calculation�after�review�and�transfers�or�

delivers� the�data� to� the�enterprise�as�needed.�The� second� step� is� to� establish� a�hierarchical�

dispatching�command�platform.�The�central,�provincial,�and�local�dispatching�command�plat-

forms�are�established,�connecting�the�central�data�center,�system�suppliers,�and�network�op-

erators� to� make� real-time� decisions;� the� local� platform� is� commanded� by� the� central� and�

provincial�platforms.�In�case�of�emergency,�the�local�platform�conducts�unified�dispatching�in�

accordance� with� the� command.� The� third� step� is� to� strengthen� the� supervision� of� foreign�

platforms.� Foreign� systems� and� related� products� must� strictly� comply� with� China's� market�

access�and�operation�regulations�and�build�cloud�servers�(data�centers)�in�China.�Personal�in-

formation�and� important�data� that� are� collected�and�generated� in�China�must�be� stored� in�

China�and�managed�by�the�central�data�center�and�cannot�be�provided�overseas.�If�overseas�

information�must�be�provided�due�to�business�needs,�it�shall�apply�and�report�to�the�central�

data�center.

5.4 Strengthening collaborative research and judgment and forming a hierar鄄

chical emergency management system

The�first�step� is� to�establish�a�coordination�mechanism�between�departments.�With� refer-

ence�to�the�practices�of�Shenzhen�and�other�places,�the�data�management�department�takes�

the� lead� in� establishing� a� network� vulnerability� prevention� mechanism� and� emergency� re-

sponse�mechanism�for�cooperation�among�departments�and�maintaining�the�timely�involve-

ment�of� security�protection�when�necessary.� The� second� step� is� to�dispatch� technical�man-

agement�supervisors.�The�government�assigns� technical�management� supervisors� to� system�

suppliers�and�network�operators� to�supervise�and�manage� technology�and�data�and�ensure�

that�all� data�must�be�uploaded� to� the� central�data� center.� The�enterprise� sets�up�an�emer-

gency�contact�group� for�network�security� issues,�with�senior�managers� in�charge�of�dealing�
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with�possible� security� issues� in� a� timely�manner.� The� third� step� is� to� improve� the� ability� to�

study,�judge,�and�warn.�We�should�establish�a�dynamic�security�monitoring�mechanism;�con-

tinue� to�monitor� the�platform�operation�dynamically;� analyze,� evaluate,� and�dispose�of� po-

tential� security� threats� in� time;� form� a� case� database;� use� intelligent� analysis� tools,� such� as�

artificial�intelligence�and�cloud�computing,�to�prestudy�and�prejudge�potential�security�prob-

lems;�deploy�corresponding�solutions�in�advance;�and�improve�security�defense�capabilities.

5.5 Improving technical support and building an operational talent team with

appropriate capabilities

The� first� step� is� to� implement� responsibility� training� for� relevant� personnel.� Government�

data�governance� involves� the�confidentiality� requirements�of� corresponding� levels.�Before� it�

is� formally� implemented,� job� responsibility� requirements,� confidentiality� timeliness,� etc.,�

should�be�clearly� standardized.�At� the� same� time,� in� the�operation�and�maintenance�of� the�

supervision� platform,� a� certain� degree� of� technical� ability� is� required.� Training� and� assess-

ment� standards� should� be� set� for� its� relevant� technical� application� level� to� achieve� the�

matching� of� talents� and� technology� and� form� a� professional� operation� team.� The� second�

step�is�to�strengthen�management�participation�in�the�platform�development�process.�A�pro-

fessional�operation�team�should�not�only�meet�the�current�work�needs�but�also�deeply�par-

ticipate� in� the�development�process�of� the�early-stage�platform,�make� the�design�and� con-

form�to�the�established�operation�and�maintenance�management�requirements,�strictly�man-

age�the�entire�process�of�software�development,�grasp� the�progress�of� the�project,�and� im-

prove�the�quality�of�project�construction�effectively.�The�third�step�is�to�conduct�the�cooper-

ative�training�of�scientific�research�units� in�colleges�and�universities.�The�government,�enter-

prises,�universities,� and� research� institutes� should�maximize� their� respective�advantages�and�

expertise,� strengthen� cooperation,� and� form� a� cooperative� talent� training�mechanism� com-

bining�government,� industry,� university,� and� research.�We� should� take� various�policy� incen-

tives�to�cultivate�professional�and�technical�talents�to�meet�the�needs�of�the�development�of�

the�field�based�on�demand.

6 Conclusion

The�government�data�intelligence�platform�based�on�blockchain�technology�is�a�promising�

research�field.�Other�current�theories�are�more�based�on�a�certain�area�of�government�work�

to�carry�out�application�research,�while�this�paper�builds�a�government�data�intelligence�plat-

form� that� can� provide� a� safe� and� trustworthy� solution� for� data� collection,� supervision,� and�

application� sharing,� which� is�more� pervasive� and� universal� in� specific� applications;� in� addi-

tion,� in� terms�of� the�path�of� realization� is�also�put� forward�based�on� technological�upgrad-

ing,� top-level� design,� institutional� support,� and�other� dimensions,�which� is� richer.� However,�

the�field�also�faces�challenges�such�as�performance�scalability,�compliance,�and�standardiza-

tion.� Future� research� should� focus� on� solving� these� problems� and� continuously� improving�

the� application�of� blockchain� technology� in� the� field� of� governmental� data.�Overall,� a� gov-

ernment� data� intelligence� platform� based� on� blockchain� technology� has� great� potential� to�

enhance�government�effectiveness,�safeguard�data�security,�and�promote�digital�transforma-

tion.
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